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NIST AI 100-1

Artificial Intelligence Risk Management
Framework (AI RMF 1.0)
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January 2023
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Gina M. Raimondo, Secretary

Mational Institute of Standards and Technology
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2 NIST Al figi2i2| I3 (AI-RMF) 1.0 L2t HHY

2.1. SE i3 =4

NIST AI-RMF 1.0 Al =9jo| G45] Z3ydo] wpet F&, AAA |, oA 5 thgst o] siA
AFSo] AFA 1 BE5h HMAA A= Al T &9 AFSEE XAt o] T YY
3= A9 FAA Ad(@): okAA, 384, MAPERS, HF 5) SAQ} BA0 FAHZ I3F
Sis) 2= EHE A AT

2.2, T3 =

AI-RMF 1.02 A1=]g 4= Q= Al 78S 95t 40 A7 s(AEL, g, 374, =)t
Agd gH 7o EAREAAEA, - BYE, A, F84, AW, TeEfolHA|
733}, 39y AR

Al AJ2"l9] &1 F7] 9 29 Y. OECD(2022) "OECD Al A4 Bg mgYdQT -
OECD YAE A =="oflA 7. Q& T 92 Al ALY 8 AHYS, vPZE 92 Al ¢
B 7] GAE UEhdUth ol dF o2 9F e 52 ofEdAld HEAES] AY 4
A7) 715 0lA Al&Fsto] AL AIARE =1 S£7] Zdtol] A4 $=8)H ),

Z7%: NIST Al 100-1

[28! 2] Lifecycle and Key Dimensions of an Al System.
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Application

Context

Key
Dimensions

Plan and
Design

Lifecycle
Stage

TEVV includes.
audit & impact
assassment

TEVV

Articulate and
document the
system’s concept and
objectives, underlying
assumptions, and
context in light of
legal and regulatory
requirements and
ethical considerations.

Activities

System operators;
end users; domain
experts; Al designers;
impact assessors;
TEVV experts; product
managers; compliance
experts; auditors;
governance experts;
organizational
management; C-suite
executives; impacted
individuals/
communities;
evaluators.

Representative Actors

TEVV Includes
internal & external
validation

Gather, validate,

and clean data and
document the
metadata and
characteristics of the
dataset, in light of
obijectives, legal and
ethical considerations.

Data scientists; data
engineers; data
providers; domain
experts; socio-cultural
analysts; human
factors experts; TEVV
experts.

Al Model

Build and
Use Model

TEVV includes.
model testing

Create or select
algorithms; train
models.

Al Model

Verify and
Validate

TEVV includes
model testing

Verify & validate,
calibrate, and
interpret model
output.

Modelers; model engineers; data scientists;
developers; domain experts; with consultation of
socio-cultural analysts familiar with the
application context and TEVV experts.

Task &
Output

TEVV includes
integration,
compliance testing
& validation

Pilot, check
compatibility with
legacy systems,
verify regulatory
compliance, manage

organizatienal change,

and evaluate user

Application

Context

Operate and
Monitor

TEVV includes audit
&

impact assessment

‘Operate the Al system
and continuously assess
its recommendations
and impacts (both
Intended and
unintended) in light of
cbijectives, legal and

experience. regulatory
requirements, and
ethical considerations.
System ir System

developers; systems
engineers; software
engineers; domain
experts; procurement
experts; third-party
suppliers; C-suite
executives; with
consultation of human
factors experts,

socio-cultural analysts,

governance experts,
TEVV experts,

end users, and
practitioners; domain
experts; Al designers;
impact assessors; TEVV
experts; system
funders; product
managers; compliance
experts; auditors;
governance experts;
organizational
management; impact-
ed individuals/commu-
nities; evaluators.

People &
Planet

Use or
Impacted by

TEVV includes audit
&

impact assessment

Use system/
technolegy; monitor &
assess impacts; seek
mitigation of impacts,
advocate for rights.

End users, operators,
and practitioners;
impacted individu-
als/communities;
general public; policy
makers; standards
organizations; trade
associations; advocacy
groups; enviranmental
groups; civil society
organizations;
researchers.

=X: NIST Al 100-1
[~ 3] Al actors across Al lifecycle stages.
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I 220 HE 7hset BIARA(Non-prescriptive), AFEZ

(Voluntary)” Zz=o|H, 7] Qbd- Kt 170} g
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AT 5= Qe Al AIAH9] EX
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Safe Secure & Explainable & Privacy- Fair - With Harmful
Resilient Interpretable Enhanced Bias Managed
Valid & Reliable
£X: NIST Al 100-1

[22! 4] Characteristics of trustworthy Al systems

o] AAI A FEEHE=S A A

Accountable
&

Transparent
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= £449 A9 SR Q- AKRE
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2 (Safe & Resilient) 2717t s
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(Accountable)
EHY 24 Y 37, Ho|E &X
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Before attack (7 vs 1) After aftack (7 vs 1) classification error
0.4

validation error
03— = — testing error

5 10 15 20 25 5 10 15 20 25 0 200 400
number of iterations

Before attack (9 vs 8) After aftack (9 vs 8) classification error
0.4
validation error
03l =~ testing error

ozl -

0.1

4]
5 10 15 20 25 5 10 15 20 25 0 200 400
number of iterations

Before attack (4 vs 0) Adter aftack (4 vs 0) classification error
0

validation error
03llL—= — testing error
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Q
5 10 15 20 25 5 10 15 20 25 0 200 400
number of iterations
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Leakage from Gradients ¥+ S-FH JftAETCZE Y& oju|x|e} el S =2 Hoh
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v Fa

) ‘ 7 T+
T sign(VJ(6,z,y)) esign(V,J (0, z,7))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
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o]u]Z] =H|Qlof A Goodfellow, Ian J., et al. [6]+ Fast Gradient Sign Method (FGSM)
2 gAgkof| ARt ko] 2 & H5ff T} o]u|X| & J1ZHFO|E QA= A& AAIRIH.
&3P0l A Eykholt, Kevin, et al. [7]1+ AA] FA|TO| EH AEAE F2k5] o] ol
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2.5 B EL} Agst
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A do=m FAFT AulA AleAbs Bt vE AtS 591 145 Bde SRR,
Qo= d=at S=ut FIRTE SAA R FHA ARAR Sl tige] HEE A
£ S AT 5, ol ol&s Y& FARE 7159 HAF HdE AT i“i‘jr Tramer,
Florian, et al. [11]&= Amazon¥} Google2] A& MAl#{d APIY] tist 2 & 545 A4S
ot Y2 2do] A Bl HT IR A2 HE(9F $30) 2.2 £ FEE 99% o] HAFE
42 A= ol HAF BE> R 20 uEtu|E 7 T2 XNt ARE FAI7E AR
AE|A AlZARR] A4 AikE ettt BAF RE2 AE] SA0] IHorE ofgE
Papernot, Nicolas, et al. [11]2 2AF ZEoj A AT A& AHE7F Q&2 Rdoe w2 A
o] (transferability)= EU<S JSAt. TAX = AH419] TAF RdlojA Aoy JHE &
Aoz ATt H, ]e 4 APIOﬂ A3l A 34E B B2 BlEo = A|AHE 93]t

oYz 97, 9“39} T, 58 5 U 3}01?113}3}“]‘51*‘3—’ Y 7 U2 HAtk ol= &
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A7} 2 opEE ogehl o Huet TAL AT 4 %S onlict
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[ 4] 2 T HALIZ A, o2{#H2] YIS SsiM ZRS THoh= W (EX: [11])

Data owner

AH| 22 DARIA= 1S A5 o] AA| of&Z| Aoy} lxeto] = o] AREARe}
FeAge o]l 9A g2 B A HEY Rl FEt A A|A"E Y A% 29 A

of|A BIZET MLOps 5% 342 As3te s E mo]eiQlZ Attt 34X = 1E &
AHE, AglolY oju]x], nd A4, HAH TdS ARSI} Gehr, Timon, et al. [14]=
Cl/CD To]Zzlelol 4] Bl ofe|HE HAXN A= B A, LA} A4 BdL oby pda
WA= ARE vl EE = FoHdS AA A 20239 MLflow A4 s ARdolM = SAAT
HiT 0|7} HojXl HelZ YR ESH, o|F tha 2Rt ofg] 249 e YA g0l Wi 2=t
/\Eﬂo ;QAP l:._x]-s].x]u]— Ez% Ea]ﬂ ]/\-]EI_]_- /\é 7]};0] BP@%E} _\J_]I:Hﬂ 1:1]0]1:4 Qoﬂ o Eé_‘_]-
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A FAE A6ttt ARlA 29 F s 219 AMAL 3 =ul 2 wd Ajsk5o] 4
Aot} AR A717F Q=4 wfje o ?J‘iﬂ‘.% HHE Al55hH A|A'E o] A4 BEoR
k53Tt Jagielski, Matthew, et al. [15] 4 A|AHO|A FAATL £5:=0] 717} A2
57 ofodlof| tigt 34 HEMS A& A5l o] s otolflS WA FHsHeE Fe
She 4= AT Y B ZE gk 7hsolth AN U BEE HAA 05 WA
A 24 5= ASHIZIAY 578 HFo= HFAXIH o]t A714-HRA 34L& @7 4
T AREE FAEA ol &9 HAOIAY A&F HYEP o] A7F BpAolnk
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Kumar, Ram Shankar Siva, et al. [16]= Microsoft®] Z2E4H M, A|AHIoA] 2HAYSE 18
7 Het ARALE B45HH, &9 B4 ¥ 2] 78%7F HUHE FAZ A7 @A HA] S
Hygch
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4D AEA e tiat i Aoj e Adojgh= 2=t IE o] AE Al &3tk HollA 7]
< ASAIEH thaH. ARBAR= B33 APL 241 §lo] ARt tistshs dweskal 877t 11
it o2fgt Wk TRIES B3t 1M 545 7FeoH 'ttt ZEE QIAH AL AL
|4 dgolyt R ZAo #AX AAZ AAHI TIE ARE F
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AYAER FUE=, o] P AAZo] AL ZEIXERT 94 si4E o Ut Perez,
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oF 22 et FANo 2% ChatGPT 7|8t A&l RIZF FH S FE5HAY 2mahA] g
ETE SE0EE The & les AT AEAE AT S 25, R A0 =4
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x| Holo} & 8-S Zojlltt. Wei, Alexander, et al. [18]2 GPT-4°f tist
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3, diolgHo]A 23],  FM, oA BE 52 2=Y o U T 53] Hsi
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auRY | o x2 37 714 TS ol 71 s
CIO[E O|RY | sfE | cfdl Z& ofd ME MY | oY AS, OIMX| &K, Xt& Z2{0[HA| (1], [40]
4L Of ;ﬁg/} B2 E 4, Y QY| IBY 2B, 2 72N ZAL SLSA [2], [55]
=Y
O2lO|HAl &ol | F2 | HWHY F2, 22 QMM | XIS Z2f0[H{A|, QS TA|, PATE (3], [4], [41]
R[S NG X2 |FGSM, PGD, S2/M THX| | MO &k, HE ARG, QIE ©I0] [6], [27], [34]
===t 2 | I 7EtEE 92& | APl HZ Mg H2| BUEZ, YE0H (1], [13]
YA AR | 2Y |IEM ¥ E2ZE Q| MLOps ZLEH, Xts 24, 0|4 EX| [15], [16]
F2/ | ZEOEQIMN, Y, rat = i
LLM 9™ oo o OE0E pAs £3 TWHY, 24 #st | [17], 18], [44]
3. QI2Xis EOt Hi0] 1= U R =

ShA A E el t8st7] AAsh & 29} o] st AdAlE Bt ol V1ee e
ot o] oAM= (1) AE E‘%J_E‘T} HP HAE, (2) A3
dlo[Bjet LetolHA B, (4) AP AEA st doj=d Het, 5) 3578 Helh B
t 54 MLOpsE 422 F4l Ho“ﬂ 2= et

3.1 ¢ R HOtHAE
AIAE Hto] A WA= B Ak} S AR 58S Be5] A osk= 99 ZEFoltt
glolg, ®d, Qlxef, ARGA} QIE o] A, 9 bt AF2 st 5828 Aok, 24 AF
ol AR} ol HIC R FoI& T o A=A 7Rtk FAH 02 th3-5& mfefsfof gtk
(1) dllolg ol 25 oqzxp7t EAsk=7t, (2) ok @70 QI R =o] =7t 3) 2
dlo] 915 APIZ AlFEE7E (4) 2 2 o A& A Alojo] AFEl=7E EEeE
A EF mEdYaE &85t AAZ] £40] 7hssith. MITRE ATLAS (Adversarial

Threat Landscape for Artificial-Intelligence Systems) [20]+= 2t A, ©|o]g| ZEo]=
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=14 ML A AELQ] 10 F
0|5 7|Wto & AAlo] AlART}
IHF Her Eﬂ_Jét AlA| 073 AU & FEd L

r&"
o T
2
x>
w
=J
=
—
—
@]
o]
S
E
Ir o
[
L
i
X
=

QILA a}o]yﬂ 2= FGSM, PGD, C&W & thzet A4 34 OPEFJZ—Q Zﬂ*ﬁ ot A4
Ao A+ Microsoft®] PyRIT (Python Risk Identification Toolkit) [24]7} ZEZE <[4
/“_3’} =9 342 XP:"QPBH LLM«] ?Pﬁ*é 3 23 7}‘—’H & B7KI Eﬂ/\EI‘ == 54

A M Al oj" ij_g} o|Af 1_§_7]. 14—1—7]_ A Eﬂ/‘Ei wy ] o}y CI/CD ﬁ}olz‘iﬂ'?_
of T3 Edat A WA Almbeh AE A¥Pshs Aol Bazlolth. Google 2513
Microsoft 261 2 W 2 4554 Aehd A B4 Bz Eaa

=

ok

_ra

A4 e5(Adversarial Training)= Z2o] & AF|o) 7ol HE| =S ol= 34
of ¥o|t}. sks I olA AR AT o= U= AhE] J2S S5 HlolEo] ZFAA, B
dlo] o]3et YYo= SHIE &8-S ULSE ZAIRIt Madry, Aleksander, et al. [27]1=
Projected Gradient Descent (PGD) 7|%F 2% 850 & MNISTOA] 89%, CIFAR-109°]4]
45%°] Ae AL E DAY A4 shags 8ot Rde dY st 24 BAE &
Thskal Qg A 0 2 Adsl 22 neto] Qg QER 7hs/do] Rokkinh. TLEur A4 oA /g
AA 7 e Antgs 878 sk AlZo] 5~108] S715HH, ImageNet fHEofA= 5
GPU-%o] "5ttt ket 574 540 &3k Adi4 sk did 340= ARlskAqt &
SA& FHFsltt. olE BHot] Yol Tramer, Florian, et al. [28]

JE] A" Aoz sk AFY, Cai, Qi-Zhi, et al. [29]2 Ho|=E HAZHOZ Fol&= A
2129 74 A3 ok52 YA Zhang, Hongyang, et al. [30]2] TRADES+= A<l 742
Lot AN O] S Aok WS AT A okss Br7elA a4 P2 717 &
Y(Gradient Masking) #AIt}. @& "ol 7|HLE rdlo] 7]87| & B4 e 38R}
TS AR ot s 9Tk, AR A1/dS Qltt Athalye, Anish, et al. [31]= ICLR
20189] 771 ¥l 71 5 671171 7171 &40l 9J&5tH, BPDASH 22 A33 342= 44
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FHoES Bty mebA A3 H7R= Croce, Francesco, and Matthias Hein [32]9]
AutoAttackA ¥ 4714 FAS Abs 2ot E MIA AL} ookt =t H oA Q] HAE
= Zgfof gtk RobustBench [33]% ImageNet¥} CIFAR-10/100004 Hti& sk 7|9
=9 #E9HE WA E AlSs ARl S3E5H L 4 s F=th
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oot ?J‘j:‘ﬂoﬂ 5= e ‘%4-?4% ‘3194 13943 3, 71 R HellA=

A BAY I FE oo ® SHIE ASS Sthe AME FEE ol 6l
TERE ZARIAY, J83 24959 S0 tigh Aot 5iekE Alibs Autsh=
ot A A (Randomized Smoothing)2 tHIEA Q1 ]
o|2F ofz] ¥l 75| A& vHES H AvE B+ W
Aot o] ZE ARRSE Sy ARG O 2 ImageNetofA] A
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%“éﬁiﬁ‘r.i”ﬂ‘d %; Zﬂ_i/‘é 70@% =7, 9AE, %*ElE‘:" S48 OH Gl
Pz

2HEZ T 7|4t BP0 R 24 Q1A Bdlo] Uiy 34 HEE= 70%0A4 15%= 3

At "9IAE FofoA= oulE A BHEA] g oA £S5 LEY] &3]

A 02 [FAEEE 5ot o] AIRFET: Jones, Erik, et al. [37]12] SAFER= 520

]| £ 159f TextFooler &2 et A =E 62%

olA 89%E FIAIZATE HE| Y HeojA= ot RGeS eVt AL H T tE RETEY} o]

A S =21t} Tlharco, Gabriel, et al. [38]2 H|[Z-A

AE B ETE SHE S-S FASHES She
AZA-e F9)(Cross-Modal Attention) HAYSE A|QHATT.

iy = &4

AstAY AHEHS AfSkol= AR 7]¥Ho] dA1E L ]‘3}. Yang, Zhuolin, et al. [36]=
)

A
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3.4 H|0|E{Q} Z2IO|HA| HSE 9|5t &5 7|H

Hlo|E|Q} mEto|HA] Ho = W &9 AS 4 AlE] 2
AtekE(Federated Learning)2 o8l 2t 7|3} T @A & A 24wt 3f/ok= 2
2, RIFE BS A7 dA% SN E AsAlsS &8 g
McMahan, Brendan, et al. [39]2 FedAvg €alg]&0 & gl A 7]7|o|A] 7| HE
5 RS 59 A4 g5 AR 452 ST LY ARdekETe 2= e B
HA] 918 AAT o= gloH, F7H B35 7|%o] "asith Aks Zeto|HA|(Differential
Privacy) 7|9t 8t52 7iE djo|g ZQIEY} ks Aol n|R= FF= SAZLE ARt
ks TGollA vy uix]e] THHAES Akt & A F7] o] el k= Etlial, of7]of &
2+ ko] 2 E Hoff JUo|EE 33T}, Abadi, Martin, et al. [40]2] DP-SGD+ MNISTO]
Al e=8 ZElo|HA] Ao E 97% FELE A, HHA & T4 435S 90%°lA
55%% HAAAZT o|FA ohaE RE2 54 Hlo|H g} o o] mhE &2 Zjo|7} AobA |
HA 22 340f szt vyt o]z 7|15 A 48845 Y 450 EoREE &
w1yt EHo met @3t +P-s Zotof 3Tt Papernot, Nicolas, et al. [411%=
PATE(Private Aggregation of Teacher Ensembles)® o2 WA} RE Q| d|&& 2|5 Ze}o]
HA] HFAl 0 2 A oY HES SH5A17]aL, SVHNOA ¢=0.22 90%2] A& /3t
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° 32
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H

OLASH HA T2 EZ(Secure Aggregation Protocol)S AgFSk5oA £ AH7E 718 Ao
O|EE ZH HA| H3t A FAT AAXSIESE TIE= 7|&o|th Bonawitz, Keith, et al. [42]2
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S 8 V]
09 2 %

Expand strong security foundations Extend detection and response to Automate defenses to keep pace
to the Al ecosystem bring Al into an organisation’s threat with existing and new threats
universe

g Q )
» o o,

Harmonise platform-level controls to Adapt controls to adjust mitigations Contextualise Al system risks in
ensure consistent security across and create faster feedback loops for surrounding business processes
the organisation Al deployment

[2& 5] #+20IM THS LLM EQt o7 &K (S4: [49])

ABAG AILES FES QEAA So|HE], T PP, 7 Hloleil, ARdsks Y,
2t 44 84 F StuEte oM A=W FHoR A=

H A A A A"o] FA0 &Fth Liang, Weishen, et al. [52]-2 Hugging Faceo]] 2E4
do] 15%7F oM pickle Y& EFStAY AR 7IA] HEE Ee= EIH
JABAE 354 Auto] gigh 2ot ¥ o] |7 sttt 242 ojd Hlojy, Z&, ®Eo] of
| HAY AR ARGEI=A] 4 7Hstt FEHE A4S TEsfjof gtk Model Card [53]
o} Datasheet for Datasets [54]= 2@ Hlo[E|A19] &4, sk W, F27 Aok A5}
of= I WS A3ttt SLSA(Supply chain Levels for Software Artifacts) [551& 2=
4 45, 744 &2, Ald 7hett 2 B9 387 4= WAshs ZE I A HlolH
A3} wdl, spo]melel 4 Q4of Af AEARE Fofshal B e A A" A5s] HI} o
g5 7|53t RS UEshl Hij2she A ZE A A4 A5 FP6kL, oF
oflA 7hA2 Hdli} Holel= Bk AT AXE AXIH Sigstore [56]= 24 ofE|HES] A
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1, E8 Al o] MA & QkdsHA EWMRtth. Arize Al [58]2} Fiddler Al [59]= 2294 ML

2d9] 5 Ao}, Hlolg EYZE ol & el AARE BYEH 5k EHES AlFeitt
Google [60]<> Vertex Al°IA 2& A #E|e} s 29 7|52 S8, o4 ©Al Al 30%
oJuio] o] eHg MA o= Hjitt

@

[(E2] 2 80 7| Hlw

2ol 71 2o ohe BY & ds 3 HE HA HE =71/71H
O &k ZOHE] At B8N | SBARIS-1081 B7H| S PGD, TRADES [27], [30]
il A2 HOE A | SE T FEALBL FE (34]

XIS T2I0|HHA| T2H0|HA| 2518 A HMEE A Bl DP-SGD, PATE [40Q], [41]
ORMGH A ZEL0[HA| USSIH S HIE 37t Bl Secret Sharing [42]

OEOE 1435t | IEIE QMM PEaEs =2 2A/2Y T2} 7|8 [44]
EERECE] Foff 2H= 4N INNF A, = Moderation API [46]

MLOps ZLIEE | S2|ZE/0fA 25K o|mgt HI =9 Arize, Fiddler [58], [59]
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Call for Papers

Journal of Information and Communication Convergence Engineering (J. Inf. Commun. Converg,
Eng, JICCE ) is an official English journal of the Korea Institute of Information and Communication
Engineering (KIICE).

It is an international, peer reviewed, and open access journal that is published quarterly in
March, June, September, and December. Its objective is to provide rapid publications of original
and significant contributions and it covers all areas related to information and communication
convergence engineering including the following areas: communication system and applications,
networking and services, intelligent information system, multimedia and digital convergence,
semiconductors and communication devices, imaging and biomedical engineering, and computer
vision and autonomous vehicles.

JICCE was indexed in Scopusand Scopus coverage of JICCE began in 2018.
- Scopus Cite Score 2023 of JICCE : 1.1

Authors areinvitedto submitthearticles that illustrate significant advances in theory, engineering,
and application in thefield of information and communication convergence engineering.

- Communication system and applications

- Networking and services

- Semiconductors and communication devices
- Intelligent information system

- Multimedia and digital convergence

- Imaging and biomedical engineering

- Computer vision and autonomous vehicles

All submitted manuscripts must (i) conform to JICCE formatting requirements (see “Instruction for
Author’guidelines at http://jicce.org); (i) must be original and should not have been published
previously or be under consideration forpublication while being evaluated for this Journal;

(i) be submitted online at http://jicce.org.

For details of our publication please visit our website: http://jicce.org

Prof. KwangBaek Kim / Prof. Dongsik Jo
Editors-in-Chief, JICCE
Contact: journal@kiice.org
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